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1. IPSec roadwarrior-to-gateway using The GreenBow
client
(IP Secure) Security protocol that allows the secure interchange of packets in the IP layer,

guaranteeing the security of the link between the device and a network. It offers integrity,
authentication, access control and confidentiality for sending IP packets via Internet

Panda GateDefender Integra includes a VPN system to create your own virtual private networks,
widening the reach of your network and ensuring confidential connections.

The purpose of this guide is to describe the steps to create a IPsec virtual private network (VPN)
with Panda GateDefender Integra, using real data.

a

l—] Note: It is taken for granted that the Panda GateDefender Integra appliance is already
configured, at least basically, and working. For further information about how to install and configure
Panda GateDefender Integra, refer to the Installation Guide.

[

Ly L ) .
— Important: Panda GateDefender Integra must be working in Router mode. Otherwise, you will
not be able to use the VPN system.

1.1 Scenario setup

The illustration below is a typical roadwarrior-to-gateway IPSec VPN scenario:

DISTINGUISHED NAME:
IC=ES/ST=VI/O=PANDA/OU=PSI/CN=client1
femailAddress=vpntest@pandasoftware.com

CERTIFICATES: INTEGRA CERTIFICATES!
R VPN IPSec ca.crt :
server.pi2 gateway roadwarrior client1.p12
sth0 etho §
= = ( vpntunnel @I —\

External IP Dynamically Vpn client

eth1 \_,IETT_/ assigned IP _ address
62.14.249.66 192.168.20

192.168.10.1

192.168.10.0/24

local subnet

192.168.10.0/24
default gateway:
192.168.10.1

192.168.10.100

Figure 5.1: IPSec VPN
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The roadwarrior has been dynamically assigned an address by the ISP and will access Integra’s LAN
by means of a secure tunnel using the IPSec protocol.

The figure shows that the eth0 interface has been assigned a public IP. In the most common
configurations, Integra’s ethO/WAN interface will usually have a private IP address and will be one
of the devices with the NAT option enabled located between Integra and the ISP connection (for
example ADSL router/modem, cable modem, etc.), which will have a public IP (dynamic or static).
This approach has been used to simplify the document and focus on the VPN configuration. For
more information, refer to the How-to guides available about SNAT and DNAT configurations and
port mapping.

In this how-to, INTEGRA’'s WAN or Internet interface are assigned the IP address 62.14.249.65.
Clients on Integra’s LAN side must have configured Integra’s LAN IP 192.168.10.1 as a default

gateway or as an implicit route to the roadwarrior VPN client address. See the section below on
how-to configure routes on the hosts on the INTEGRA LAN side.

Index
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1.2 Gateway side configuration (Panda GateDefender
Integra)

1.2.1 IP group configuration

The first step when configuring an IPSec VPN consists of defining the IP range as a local subnet
which you want your roadwarrior to be able to connect to.

To define the local subnet, follow the steps described below:

1. Access the Definitions section of the main Panda GateDefender Integra console menu.

2. Select IP addresses.

3. In the Groups section, click on Add.
A descriptive name of the group must be provided (ipsec local subnet will be used for
this how-to) in the Name field and the IP range (192.168.10.0/24 will be used in this
how-to) in the IP/Mask radio button section.

4. Click on Add IP.

The settings will be configured as shown in figure 5.2

Note that you cannot use a previously defined IP Group that has been already assigned to another
VPN.

S ——————— Q) e
Addresses
Name Addresses
Export Import Add
Groups
MName Addresses
ipsec local subnet 192,1658.10.0/ 24
Export Import Add Uil | |
Back.

Figure 5.2
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1.2.2 CA and local server certificates

Certificates are required for authentication purposes. You need to import the public CA certificates
which signed the roadwarrior certificates. It is also necessary to import the Integra VPN gateway
local certificate that will be used to authenticate the Integra VPN server itself.

In order to import the CA, follow the procedure below:
1. Go to the VPN section of the main Panda GateDefender Integra console menu.
2. Select Digital certificate management.

3. In the CA certificates section, click on Import.

e Enter Certificate name (ca will be used in this how-to).
¢ Click on Browse... to select the certificate you want to import.
e Click on Import once you have chosen a CA certificate that you wish to import.

@ Help

Import certificate

Certificate name ca

Certificate bo impart (4.5090  |Cheetificateshca.ort ; iEwaminar... i

Import Cancel

Figure 5.3
In order to import local server certificates, follow the procedure below:

1. Go to the VPN section of the main Panda GateDefender Integra console menu.
2. Select Digital certificate management and, in the Local certificates section, click on
Import.

o Select if you want to Import a certificate pending signing or Import a
certificate with private key issued by a CA.

o If you select Import certificate with private key, enter the PKCS12 Certificate
Name (server will be used in this how-to) and optionally Password.

3. Click on Browse... to select the certificate you want to import.
4. Click on Import once you have chosen a certificate.
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VPN: Import certificate @) tep

Import certificate

O Import certificate pending signing
Cettificate name I

® Import certificate with private key

PKICS12 certificate name

Certificate ko impart |C:'\certificates\ser\-’er.p‘l I| ‘Earminar... ¢ |

Import Cancel

Figure 5.4

Once the CA and server certificates have been imported successfully, the corresponding
configuration screen displayed is similar to that shown in figure 5.5

¥PN: Certificate management @ Help

Local certificates

Name Identifier Status Yalidity
| server SErVEr Signed z1jo7fis |
Import Request signature Generate Wig

CA certificates

Name Identifier Organization ¥alidity CRL
|ca rootCA PANDA z1jo7ie X |

Import Wig | |

Back

Figure 5.5

Note that if you select Import certificate with private key, you can only import local
PKCS12 format certificates (files have p12 or pfx extensions).

Index
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1.2.3 Users and group configuration (optional)

Access the Definitions section of the main Panda GateDefender Integra console menu.
Select User management.
In the Users section, click on Add.

This will take you to a screen where you should provide data for at least the first three
textboxes:

el e

e Name (test will be used for this how-to).
e Password (testing will be used for this how-to).
e Repeat password.

5. Once you have configured it, click on Add to save the changes.

As defined groups of VPN users were needed, you need to add previously defined users to your
group.

In order to do this, follow the steps below:

1. Access the Definitions section of the main Panda GateDefender Integra console menu.
2. Select User management.

3. In the User Groups section, click on Add.
4. Define a group name and add users from the box below.

Once this has been done, configuration should be similar to that shown in figure 5.6

(¥2) Help
Users
Mame Comment
kest
Export Import Add
User groups
MName Components
testing kesk
Export Import Add Modify | |
Back
Figure 5.6
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1.2.4 IPSec configuration on the server side
This section is related to the IPSec configuration.
In order to configure IPSec using previously defined elements, follow the instructions below:

1. Go to the Panda GateDefender Integra administration console.
2. Click on VPN in the panel on the left.

Then select VPN management, and then IPSEC VPN management.
The available options are:

1. Name: Enter the descriptive name of the VPN. ( IPSec RW will be used in this how-to).

2. IKE policies: Use the drop-down menu to select the IKE I policy you want to apply. (Z
IKE I will be used in this how-to).

3. Phase I parameters:

Local IP: Enter the local public IP address or choose IP assigned by DHCP (Loca/
public IP 62.12.249.65 will be used in this how-to).

4. Phase II parameters
Select a protocol to use: IPSec
e Local subnet: Select a subnet from those defined in the drop-down menu.
When you choose IPSec, the following options will be available:

¢ Local ID: X-509 certificate: Use the drop-down menu to select the local server
certificate (server will be used in this how-to).

e CA certificate: Remote users authenticating using an X-509 certificate must also
present the signature of a CA. Use the drop-down menu to select the CA certificate
that signed the roadwarriors certificate (ca.crt will be used in this how-to).

Optionally, a previously defined group of users can be provided, if ID Local: X-Auth is selected or
choose the RADIUS server from the drop-down menu.
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Once the IPsec part has been configured, the corresponding configuration screen which will be
displayed will be similar to figure 5.7

" ¥PNs IPSEC @ Help

IPSEC ¥PN - Remote user mode

Phase I parameters
(&) Local IP \Q‘ Interface sethings
() 1P assigned by DHCP l—

Phase 1 policy Phase I policy settings
Phase II parameters
Pratacal L2TPIPSec
(& IPSec
Turinel
Lacal subnet ipsec local subnet % Address settings
Phase II policy 1IKEII ~ Phase II policy settings

Remote user identification

Local 1D ¥.509 certificate sarver e Certificate settings

(&) CA certificate ca v Certificate settings
() #.509 users W User settings
[ additional local 10
il l— Address settings
FQDM domain l—
Email address l—

Ok Cancel

Figure 5.7

Note that if there is any NAT device between a roadwarrior and Integra VPN gateway, then you
should enable the NAT transversal verification checkbox as shown below.

" ¥PNs IPSEC @ Help
Phase II IKE

VPNz IPSec Glabal configuration Phaze I IKE

MAT traversal

Figure 5.8

Index
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1.3 Client side configuration (TheGreenBow client)

Once it has been confirmed that the connection to the Internet is correctly configured on the client
computers running Microsoft Windows 2000/XP, and you install TheGreenBow IPSec client, follow
the steps described below to configure the client side.

L-] Note: For the correct functioning of The GreenBow client it is essential to disable the IPSEC services
(Control Panel--> Administrative Tools--> Services)

%* TheGreenBow VPN Client E]o&
File WPM Configurakion Tools @

IPSec VPN Client
Phase 1 (Aut
,ﬁ%} Conzole
28 Parameters M arne |En:-:‘-.f|:|n1
% Connections Interface |E§2.14.249.EE ll
= @ e Remote Gateway IEE.14.24EI.EE I
D =
(&) Crdvpnl " Preshaed Key |
Confirm |
{« Certifizate Certifizates Impart...
IKE

Encrption | 2DES - F1 Advanced...

Authentication | SHA -

KeyGroup  |DH1024 -

Save & Apply

=  YPH Tunnel opened Tunnel; &

Figure 5.9

Certificates are required for authentication purposes. You need to import the trusted public CA
certificates which signed the Integra VPN gateway certificate. It is also necessary to import the
roadwarrior certificate and its corresponding private key that would be used to authenticate the
roadwarrior itself.

In order to import CA and local certificates for a roadwarrior, click on Certificate Import...
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Once the certificates have been imported you must provide at least local ID by clicking on P1
Advanced... Then, choose the DER ASN1 DN ID type and enter the corresponding ID for a local
certificate as shown in figure 5.12.

DER ASN1 DN ID or Distinguished Name can be read from the local client certificate using
openssl command:

# openssl| x509 —in client1.crt —noout —subject

It is possible to access the whole subnet or just one specific host on Panda GD Integra LAN as
shown in figures 5.10 and 5.11.

4" TheGreenBow VPN Client Eo&

File  wPM Configuration Tools 7
IPSec VPN Client
@ Console ! i
625 Parameters Mame |Crsvpni
% Connections YPH Client address | 192 . 168 . 20 . 100 |
=I-¢= Canfiguration Address type | Subnet addiess __vj
= ¥ ]
'El?xljn Remate LAM address 192 . 168 . 10 . 0
(R CnixNpnil
SubnetMask | 85 255 25 ()
ESP
Ereipplot ’_—_JSDES = P2 Advanced...
Authentication | SHA v]
Mode JTunneI v]
™ PFS  Group jDH1D24 v] Open Tunnel ‘
Save & Apply ]
_.E _.VF'N ready Tunnel: &

Figure 5.10
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% TheGreenBow VPN Client

File %PM Configuration Tools 7
IPSec VPN Client
Phase 2 (IPSe:
}%‘} Cotizole :
8 Parameters M ame jEn:Npm
£%  Cornections WPM Client address | 192 . 168 . 20 . 100 |
= @ Configuration Address ype | Single address _Ij
=1k
=28 Crcvont Remote host address | 192 . 168 . 10 . 100
Lolel CneYpnl
Subret Mazk | e oen R 0
~ESF-
Ereyption |2DES = F2 Advanced.. ]
Authentication !SHA vi
Mode ITunneI vi
™ PFS Group 1DH1|324 vi Open Tunnel
Save & Apply I
'g' | WM ready :Tunnel -

Figure 5.11

If X-Auth is used as an authentication option on Panda GateDefender Integra then you should
configure it also on the client side, as shown in figure 5.12.

Note that Aggressive Mode is not supported by Panda GateDefender Integra for security reasons.
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K

Phase1 Advanced

t@‘

Advanced features

[ Config Maode IKE Port li
[ Agaressive Mode Redund. G\ |
MNAT-T |Automatic |
#-Auth
[ ¥etuth Popup Login |test
Paggwmong [

Local and Remote ID

Chooze the twpe of 10: Set the value for the |D:
LocallD |DERASN1DM | |/C=ES/ST=VI/0=PAND

Remate D | ﬂ |

Ok | Cancel

Figure 5.12

More details about configuration issues can be found on TheGreenBow website:
www.thegreenbow.com

Index
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1.4 Establishing IPSec VPN connection

Use the following procedure in order to establish IPSec VPN connection which has been previously
defined:

1. Click on "Save & Apply" to take into account all modifications made on your VPN Client

configuration.
2. Click on "Open Tunnel", or generate traffic that will automatically open a secure IPSec

VPN Tunnel (e.g. ping, IE browser).
3. Select "Connections" to see open VPN Tunnels.

4" TheGreenBow VPN Client AES
File YPM Configuration Tools 7
IPSec VPN Client
e e R
Tunnels view
@ Conzole
28 Parameters
Host I IP | Mode I Crypta
% Connections %anpnl.. 192.168.10.0/2585.285.286.0  Tunnel  ESP 3DES SHa
E'@ Configuration
I';'I% Crixdpnl
(8 Crxvpnl
< | =
Cloze Tunnel I
Save & Apply I
|E |\-"F'N Tunnel opened |Tunne|: O

4. Select "Console" if you want to access to the IPSec VPN logs and adjust filters to display
less IPSec messaging. The following example shows a successful connection between
TheGreenBow IPSec VPN Client and Panda GateDefender Integra.
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&% YPN Console ACTIVE

Save Stop | Clear | Ophionz

125916 Defadlt [S4 Creddprd -P1] SEMD phase 1 Main Maode [54] [ID] WD) 0] D]

125916 Defadlt [S4 Crddprl -P1) RECY phase 1 Main Mode [SA] [ID] D]

125916 Defalt [S4 Creddprd -P1] SEMD phase 1 Main Mode [KEY_EXCH] [MOMCE] [CERT_REQ]

125916 Defadlt [54 Creddéprd -P1) BRECY phaze 1 Main Mode [KEY_EXCH] [MOMCE] [CERT_REQ]

125316 Default [S4 Creddpnd -P1] SEMD phase 1 Main Mode [ID][CERT] [SIG]

125316 Default [S4 Creddprd -P1] RECY phaze 1 Main Mode [ID][CERT] [SIG]

125916 Default phase 1 done: initiator id /C=E5/5T=Y1/0=PANDA/DU=P5I/CH=client] /emailsddress=vpntesti®@pandasoftware cc
125316 Defadlt [54 Crdprl -Crdpn-P2) SEND phase 2 Quick Mode [HASH] [SA] KEY_EXCH] [MONCE] [ID] [ID]

125316 Defadlt [S4 Crdprl -Chddpnl-P2) RECY phase 2 Quick Mode [HASH] [S4] [KEY_EXCH] [MNOMCE][ID] [ID]

125316 Default [SA& Craprl -Crtpnl-P2] SEMD phase 2 Quick Mode [HASH]

Current line : 10 max. lines : 10000

Figure 5.13

Once the VPN tunnel has been established, specific network resources should be available to you as
they are when you connect directly to the network.

In order to disconnect, right-click on the TheGreenBow icon that appears in the bottom right
corner, and then select Quit or just press Close Tunnel in TheGreenBow client window.

Index
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1.5 Further considerations

If Integra’s firewall is used, all the corresponding configuration rules will automatically be entered
in the firewall.

But if you use a personal firewall or broadband router with firewall features or if there are routers
or firewalls between TheGreenBow client and the Integra VPN gateway server, the following ports
and protocols must be enabled for IPSec on all firewalls and routers between them:

e UDP port 500 (IKE)
e IP protocol 50 (ESP), 51 (AH) or

UDP port 4500 (NAT-T): needed when there is at least a SNAT device between two
gateways (the usual situation)

Note that IP 50 is a protocol, not a port.

If the SNAT option is enabled for the local network that intervenes in the VPN in any of the
GateDefender Integra configurations -the Static key or certificates-, you need to add a NAT rule
with a higher priority than the previous rule. This rule should ensure that the change of source IP
header belonging to SNAT is not applied to the VPN traffic before the packets are routed to the
tunnel. To do this, the Keep original address check box must be selected:

Filter rule

Narne: SHAT IPSec RW

Source: (O InterfacefZone IAny
Target: (O Interface/Zone IAny

(&) Bddress | ipsec loc subnet (% | 0

(@ Address [192.168.20.100|

Interface settings Address settings
Service: Any w Service seftings
Action: SHAT h
® Keep original address
() MAT source address Ay Address settings

(O Address group I

[ Priority: 1 w ]

[ schedule: I Schedule settings

O Create log

Figure 5.14

The example in the screenshot shows the rule to add to ensure that traffic from the local IPSEC
subnet can be correctly routed through the VPN tunnel to the roadwarriors’ network
192.168.20.100.

Index
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1.6 Configuration checking

In order to check the IPSec VPN configuration please proceed as described below::

Access the Panda GateDefender Integra administration console.

Click on VPN in the panel on the left.

Then select VPN Monitor which will allow you to see the status of all established VPN
connections (as shown in figure 5.14).

By 10 0 @ HE||:I

Remote user tunnels {roadwarriors)

Lne

Mame User Protocol  Public IP Private IP Traffic
C=E5, 3T=VI, O=PANDA,
VPN Ry OlI=P3I, CN=client1, IPSEC 62.14.249.66 192, 165,20, 100

E=vpntest@pandasoftware,com

Figure 5.15

Any of the roadwarriors can verify the configuration settings of its Windows 2000/XP independently.
In order to carry out that task, the command prompt should be used:

The ping —n 10 192.168.10.100 command pings from the roadwarrior to one of the hosts that
reside on the internal network behind Integra VPN gateway and should see a response from the

remote host.

At the same time, a network traffic monitoring tool such as Ethereal can be used to check if all the
traffic between a roadwarrior and the gateway is encrypted.

The encrypted ESP (Encapsulating Security Payload) packets will be seen when observing traffic in
the external network interface

More details about troubleshooting issues of TheGreenBow client can be found on its website:
www.thegreenbow.com

Index
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