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Symbols and styles used in this documentation

Symbols used in this documentation:

Note. Clarification and additional information.
Important. Highlights the importance of a concept.
Tip. Ideas to help you get the most from your program.
Reference. Other references with more information of interest.
Fonts and styles used in the documentation:
Bold: Names of menus, options, buttons, windows or dialog boxes.

Codes style. Names of files, extensions, folders, command line information or
configuration files, for example, scripts.

Italics: Names of options related with the operating system and programs or files with
their own name.
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How to configure the L2TP VPN tunnel roadwarrior-to-
gateway

The L2TP protocol (Layer 2 Tunneling Protocol) resolves interoperability problems between PPTP
and L2F encapsulating the characteristics of both. It allows tunneling at the PPP link level, so that
IP, IPX and AppleTalk packets sent privately can be transported via the Internet. It is supported by
IPSec for data security.

Panda GateDefender Integra includes a VPN system so you can create your own virtual private
networks, widening the reach of your network and ensuring confidentiality in connections.

The aim of this guide is to describe the steps needed to create a virtual private network (VPN)
based on L2TP with Panda GateDefender Integra, using real data.

a

Ij Note: This guide assumes that the Panda GateDefender Integra unit has been configured, at least
basically, and is up and running. For more information about installing and configuring Panda GateDefender
Integra, refer to the Installation Guide.

t]

— Important:

e GateDefender Integra must be operating in router mode. If not, you will not be able to use the VPN
system.

e Panda GateDefender Integra only lets you create and modify L2TP VPNs in server mode given the
limitations of the implementation of the L2TP protocol.
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1.1 Scenario setup

The illustration below is a typical roadwarrior-to-gateway L2TP VPN scenario:

INTEGRA gateway roadwarrior

e

ath0 . eth0
wpn tunnel {31' . -
62.14.249.65 IP asmgned
192.168.10.1 | eth1 T dynamically

CERTIFICATES: ROADWARRIOR

CERTIFICATES:

CA.CRT
SERVER.P12

D CLIENT1.P12

?f CA.CRT

192.168.10.0/24
( LA

I IP group
192.168.10.61-70 |

192.168.10.100 @

Figure 2.1: L2TP VPN

Roadwarrior has a dynamically assigned address by the ISP and will access Integra’s LAN, by
means of a secure tunnel using the L2TP protocol.

INTEGRA’s WAN interface has the IP address 62.14.249.65.

The figure shows that the eth0O interface has been assigned a public IP. In the most common
configurations, Integra’s ethO/WAN interface will usually have a private IP address and will be one
of the devices with the NAT option enabled located between Integra and the ISP connection (for
example ADSL router/modem, cable modem, etc.), which will have a public IP (dynamic or static).
This approach has been used to simplify the document and focus on the VPN configuration. For
more information, refer to the How-to guides available about SNAT and DNAT configurations and
port mapping.

Clients on Integra’s LAN side do not need to have configured Integra’s LAN IP address as its default
gateway because the roadwarrior will have assigned the first available IP address from the
previously defined IP group range (which itself belongs to the internal network) so it will be visible
to all hosts on LAN 192.168.10.0/24

Index
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1.2 Gateway side configuration (Panda GD Integra)

The first step when configuring L2TP VPN consists of defining the group of users authorized to
establish a VPN connection and defining the IP range that belongs to the LAN that you want your
roadwarrior to be able to connect to.

1.2.1 Users and group configuration

Access the Definitions section of the main Panda GateDefender Integra console menu
Select User management

In the Users section, click the Add button.

This will take you to a screen where you should provide data for at least the first three

textboxes:

el e

¢ Name (test will be used for this how-to)
e Password (testing will be used for this how-to)
e Repeat password.

5. Once you have configured it, click Add to save the changes.

As for the configuration of L2TP VPN, where defined groups of VPN users were needed, now you
need to add previously defined users to the group.

In order to do this, follow the steps below:

Access the Definitions section of the main Panda GateDefender Integra console menu
Select User management

In the User Groups section, click the Add button.

Define a group name and add users from the box below.

e
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Once this has been done, the configuration should be similar to that shown in figure 2.2.

User management

@ Hel!:n

Index

Users
| Mame Comment
| kest
F Expart Irmport Aadd . . Maodify
User groups
Name Components
testing test
Export Import - Add - Modify g l
| Back
Figure 2.2
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1.2.2 IP group configuration
The next stage will describe the steps to configure the IP group definition:

1. Access the Definitions section of the main Panda GateDefender Integra console menu.

2. Select IP addresses

3. In the Groups section, click the Add button.
A descriptive name of the group must be provided (pptp vpn group will be used for this
how-to) in the Name field and IP range 192.168.10.61-70 in the Use range radio
button section.

4. C(lick Add IP

5. Finally, click Add to save the changes.

The settings will be configured as shown in figure 2.3.

@Note that you cannot use a previously defined IP Group that has been already assigned to
another VPN.

@ Help

Addresses

Name Addresses

Export Import Add Modify

Groups

MName Addresses
12tp vpn group 192.168.10.61- 192,165, 10,70

Expart Import Add iadir | _ |

Figure 2.3

Index
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1.2.3 CA and local server certificates

Certificates are required for authentication purposes. You need to import the public CA certificates
which signed the roadwarrior certificates. It is also necessary to import the Integra VPN gateway
local certificate that would be used to authenticate the Integra VPN server itself.

In order to import CA, follow the procedure below:

1. Go to the VPN section of the main Panda GateDefender Integra console menu
2. Select Digital certificate management
3. Inthe CA certificates section, click the Import button

e Enter Certificate name (ca will be used in this how-to)
e Click Browse... to select the certificate you want to import.
e Click Import once you have chosen a CA certificate that you wish to import

@ Help

Import certificate

Certficate name ca

Certificate to import (2.509)  |C\certificateshca ort

Import Cancel

Figure 2.4

In order to import local server certificates, follow the procedure below:
1. Go to the VPN section of the main Panda GateDefender Integra console menu

2. Select Digital certificate management and, in the Local certificates section, click the
Import button.

Select if you want to Import a certificate pending signing or Import a certificate
with private key issued by a CA.

If you select Import certificate with private key, enter the PKCS12 Certificate Name
(server will be used in this how-to) and, optionally, a Password.

3. Click Browse... to select the certificate you want to import
4. Click Import once you have chosen a certificate.
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Import certificate

o Impart certificate pending signing
Certificate name

® Impart certificate with private key

PKCS12 certificate name

Certificate ko import C:\celtilicates\server.p1IL Examinar... J

Import Cancel

Figure 2.5

Once the CA and server certificates have been imported successfully, the corresponding
configuration screen displayed is similar to that shown in figure 2.6

' Certificate management @ Help

Local certificates

Mame Identifier Status Yalidity
server server Sigried 21U e
Import Requesk signature Generate View

CA certificates

Name Identifier Organization validity CRL
ca rookCa PANDA 2107116 X

Import t Yigw | =lete |

Back

Figure 2.6

Note: if you select Import certificate with private key, you can only import local
certificates that conform to the PKCS12 format (file has p12 extension).

Index
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1.2.4 L2TP/IPSec VPN configuration
This part consists of two sections, IPSEC and L2TP.

1.2.4.1 IPSEC configuration
This section is related to the IPSec configuration (encryption of L2TP VPN depends on the IPSec
protocol. IPSec Encapsulating Security Payload (ESP) is used to encrypt the L2TP packet. This kind
of implementation is also known as L2TP/IPSec).

In order to configure IPSec, follow the instructions below:

1. Go to the Panda GateDefender Integra administration console.
2. Click VPN in the panel on the left.
3. Then select VPN management, and then IPSEC VPN management.

The available options are:

1. Name: Enter the descriptive name of the VPN (in this case, L2TP will be used).

2. IKE policies: use the drop-down menu to select the policy to apply.(In this example, IKE
1 will be used).

3. Phase I parameters:

Local IP: Enter the local public IP address or choose IP assigned by DHCP
(62.12.249.65 will be used in this how-to)

4. Phase II parameters:
Select a protocol to use: L2TP/IPSec
When you choose L2TP/IPSEC, the following options will be available:

e Local ID: X-509 certificate: Use the drop-down menu to select the local server
certificate (server.p12 will be used in this how-to).

e CA certificate: Remote users authenticating using an X-509 certificate must also
present the signature of a CA. Use the drop-down menu to select the CA certificate that
signed the roadwarrior’s certificate (ca.crt will be used in this how-to)

Once the IPSEC part has been configured, the corresponding configuration screen which will be
displayed will be similar to figure 2.7.
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IPSEC ¥PN - Remote user mode

Marne: |L2TP |

Phase I parameters

@) Local IP |62.14.249.65 % | W9 Interface settings
) IP assigned by DHCP I
Phase I policy | 1 IKE I w | Phase [ policy settings

Phase II parameters

Protocal (%) L2TR(IPS=C
{7 IPSec
Tunnel
Local subret | Address settings
Phase II policy | ¢ Phase 11 policy settings

Remote user identification

Local ID: %.509 certificate Certificate settings
(%) A certificate ca i Certificate settings

¥.509 users I testing IJser settings

) RADIUS sarver
|| Aadditional local ID:

P I [ Address sethings
FGDH domain |
Email address I
- Ok | Cancel
Figure 2.7

Note: if there is any NAT device between a roadwarrior and Integra VPN gateway, then you
should enable the NAT transversal verification checkbox as shown below.

YPNs IPSEC @ Help

| WPMs IPSec | Global configuration {.IKE oalicy

MAT traversal

Index
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1.2.4.2 L2TP configuration
This section is related to the configuration of L2TP protocol itself.
In order to configure L2TP, follow the procedure below:

1. Go to the Panda GateDefender Integra administration console.
2. Click VPN in the panel on the left.
3. Then select VPN management, and then L2TP VPN management.

There you will find the parameters required to configure a VPN in Panda GateDefender
Integra using the L2TP protocol (as shown in figure 2.4):

o Name: enter a descriptive name for the VPN (12tp vpn will be used for this how-
to).

o Active: select this checkbox to enable the VPN.

o IP group: select the range of IP addresses (12tp vpn group will be used for this
how-to) associated to this VPN. If you have not defined it previously click on the
link Address settings to access the /P address settings screen.

o Users: select the desired users.

e Local users: select the user group authorized to access your VPN
(testing will be used for this how-to). If you have not defined it
previously, click on the link User settings to access the user settings
screen.

e Radius server: select the Radius server that Panda GateDefender Integra
will use in order to authenticate the users.

Once the L2TP part has been configured, the corresponding configuration screen will
be displayed as shown in figure 2.8.

VP -'I:m'.u'v'i' I'I'_- \&)) Help
¥PN: L2TP
Mame: ?I_th ¥pn
Ackive
IF group: |2tp vpn group - Address settings
Users: | kesting | User settings
Primary DNS server: | ;, '-_'_.." Address settings
Secondary DNS servert gt Address settings
Primary WINS server: [ ' J Address settings
Secondary WINS server: | - Y _' Address settings
Ok Cancel
Figure 2.8

Index
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1.3 Client side configuration (MS Windows 2000/XP)

Once it has been confirmed that the connection to the Internet is correctly configured on the client
computers running Microsoft Windows 2000/XP, follow the steps described below:

1.3.1 Import a local gateway certificate and the CA certificate

Certificates are required for authentication purposes. You need to import the trusted public CA
certificates which signed the Integra VPN gateway certificate. It is also necessary to import the
roadwarrior certificate that would be used to authenticate the roadwarrior itself.

In order to import local certificates for a roadwarrior, follow the procedure below:

1. Click the Start button
2. Select Run
3. In the text field, type mmc and click OK

Run 3

- Type the name of a program, folder, document, or

- Internet resource, and Windows will open it For waou,

Opern: | mimc - |

[ Ok J[ Cancel ][ Browse... ]

4. Click File and select Add/Remove Snap-in

‘iti Console1

|F'.cti|:|n Wiew  Faworites  Window  Help

 New Crl+H

[ Open... CrH+0
Save Chrl+5
Save As...

Mame

AddfRemove Snap-in. ..
Options...

Recent File

Exit
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5. Click Add...

Add/Remowve Snap-in

Standalone | Ex[ensignsl
Uze this page to add or remove a standalone Shap-in from the conzole.
Snap-ins added ta: |a C v | Ba
D eszcription
Add... Aot
[ QK. J [ Cancel

6. Select Certificates, and then select Add

Add Standalone Snap-in

Awailable Standalone Snap-ing:

Shap-in
g:]fl.&ctivex Control
<3 AD5! Edit
@ Component Services
Q Computer b anagement
Device Manager
@ Disk Defragmenter
ﬁ Disk Management
Ewent Wiewer
[;I Folder

Yendaor e

ticrozoft Corporation
icrozoft Corporation
Microzoft Corporation
Microzoft Corporation ==
icrozaft Caorporation
ticrozaft Carparation
icrozoft Corp, Executi...
ticrozoft and WERITAS. .
Microzoft Corporation
icrozoft Corporation

| £

Dezcription

The Certificates shap-in allows you ta browze the contents of the
certificate stores for yourself, a service, or a computer.

[ aad | [ Close

7. Select Computer Account and click Next

Panda GateDefender Integra
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©

Certificates snap-in

This shap-in will always manage certificates for.
() My user account
() Service account

(=) Computer acoount

< Back

X

8. Select Local computer and click Finish

Select Computer

Select the computer pou want thiz snap-n to manage:

Thiz znap-in will slwayz manage:

() Local computer: [the computer this console is runring on)

() Another computer |

Erowsze..

only applies if you save the conzole.

[[] &llow the selected computer to be changed when launching from the command line. This

[ < Back ][

Finish ] [ Cancel

9. Click Close and OK
10. Click the plus arrow by Certificates (Local Computer)
11. Right-click Personal and select All Tasks
12. Access Import...

‘i Console Root\Certificates {Local Computer)\Personal
Cl Console Root  Obie

Object Type
=-[EP Certificates (Local Computer) M:lCertiFicates
| Find Certificates. .. l

Wiewm »

| Find Certificates. ..

Request Mew Certificate. .,
New Wi fom e
Mew Taskpad Yiew..,
Refresh
Export List...
Help
S ) | AN ES | 8

Add a certificate ko a store

Panda GateDefender Integra
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13. Click Next
14. Type in the path to the roadwarrior .p12 file (or browse and select the file), and click Next

Certificate Import Wizard

File to Import
Specify the File wau want ko impart,

File name:

i.E:'I,keys'l,cIientl pl2 |

Make: Mare than one certificate can be stored in a single file in the Following Formats:
Persanal Infarmation Exchange- PECS #12 {.PFX, .P12)
Cryptographic Message Synkax Standard- PKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store (,.55T)

[ < Back ” Mext = ][ Cancel

15. Optionally, type the export password if required, and click Next

X

Certificate Import Wizard

Password
Tao maintain security, the private key was protected with a password,

Type the password for the private key,

Password:

["]Mark this key as exportable. This will allow you to back up or transpart your
keys at alater time,

[ < Back. ” Mext = ][ Canicel ]

16. Select Automatically select the certificate store based on the type of certificate
and click Next
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Certificate Import Wizard

X

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or vou can specify a location For
(%) Automatically select the certificate store based on the bype of certificate

() Place all certificates in the Following store

| Browse. ..

[ < Back ” Mext = ][ Cancel

17. Click Finish, and confirm the next pop-ups by selecting Yes.
18. Click OK.

If your certificate has been imported successfully, the corresponding screen will be similar to the
one below.

File  Action View Favorites  indow  Help

& = @@ 2

‘i Console Root\Certificates (Local Computer)\Personal\Certificates

Intended Purposes
<All=

Expiration Dake
Fl21j2016

[ Console ook Issued To
- @ Certificates (Local Computer) Elcliert1
=27 Personal
3 Certificates
(2 Trusted Root Certification authori
[:I Enterprise Trusk
[ Intermediate Certification Authori
(2 Trusted Publishers
[ Untrusted Certificates
(2 Third-Party Rook Certification aut
(2 Trusted People
(3 sPC

Issued By
rootCa

o R e S R e >
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If a CA that has been used to sign your roadwarrior certificate is different from the one that has
been used to sign the Integra VPN gateway certificate, you must then follow the instructions below.
Otherwise, simply skip the following part and continue with section Connection configuration.

1. Right-click Trusted Root Certification Authority and select All Tasks.
2. Then, click Import... and Next.

Sl onkim bk ik ik vaniok
I_1 Consale Root Ohiject Type
=) Certificates (Local Computer) (CaCertificates
[+ (23 Personal

(s | Trusted Rook Certification AubkasS
3] (] Enterprise Trust Find Certificates. ., |
= (2 Intermediate Certification Aut
[+ (27 Trusted Publishers
F
3
3
F

All Tasks Find Certificates. ..

[+ (23 Untrusted Certificates Wigw b

[#-(Z1 Third-Party Rook Certification]  Mew Window From Here
% ;;L::smd PRk Mews Taskpad Yiew.,..
Refresh
Export List...
< _ Help -

Add a certificate ko 5 store

3. Type in the path to the .crt file that corresponds to the Integra VPN gateway CA (or browse
and select the file), and click Next.

Certificate Import Wizard

File to Import
Specify the file you want ko import.

File narne:

iC:'I,keys'l,ca.crt | I Browse, ., |

Moke: More than one certificate can be skored in a single file in the Following Formats:
Personal Information Exchange- PECS #12 (PFX, .P12)
Cryptographic Message Svntax Standard- PKCS #7 Certificates { P7E)
Microsoft Serialized Certificate Stare (55T

« Back, ” Mexk = ][ Cancel
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4. Select Place all certificates in the following store and click Next.

X

Certificate Import Wizand

Certificate Store

Certificate stores are swstem areas where certificates are kept.

Windows can automatically select a certificate stare, ar you can specify a location For
() Aukomatically select the certificate store based on the bvpe of certificate
(#) Place all certificates in the following store

Certificate store:

| Trusted Root Certification Authorities | [ Browse, .

[ < Back ” Mexk = ][ Cancel ]

5. Click Finish, and confirm the next pop-ups by selecting Yes. Then click OK.

‘il Console Root\Certificates {Local Computer\Trusted Root Certification Authorities\Certifi. .. E|E|E|

L1 Console Root Issued To  ~ Issued By Exis
= [ Certificates {Local Compter) =l aea.ECom Root CA ABf,ECOM Roat €4 7l
/- Personal [E autaridad Certificadora de la Asaci,.,  Autaridad Certificadora de la Asadia, . GIE
= [ Trusted F‘.Dot Cerbication Aot [Elautoridad Certificadora del Colegi...  Autoridad Certificadara del Calegio ... &/
. Et;zz?ﬁz; Epaltimore EZ by DST Baltimore EZ by DST 71
+ €3 Tntermediate Certification Authior Belgacom E-Trusk Primary CA Belgacom E-Trusk Primary CA 1)
+ (] Trusted Publishers [Ecaw HKT SecureMet CA Class & CEW HKT SecureMet Ca Class A 1C
+ |:| Unkrusted Cettificates C&W HKT SecureMet CA Class B CaW HKT SecureMet CA Class B 1C
+ D Third-Party Roat Certification Au C&W HET Securebet C4 Roak CEW HET Securebet CA Fook 1C
+ D Trusked People C&W HET SecureMet CA SaC Raoaok M HET SecureMekt CA SGC Raook 1C
=-[E3 9PC
Certiposte Classe A Personne Certiposte Classe A Personneg &)
Certiposte Serveur Certiposke Serveur )
b | ) | | *
Trusted Rook Certification Authorities store contains 107 certificates.
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6. Save the current configuration settings as a file so you don't have to re-add the Snap Ins
each time.

7. Type the name and click Save.

Save As

Save in: |[ﬁ.ﬁ.dministrative Toolz V| < ? Ex "

My Recent
Documents

@

Desktop

o3

My Documents

-

My Computer
g Filz hame: |I2t|:| b | L Save ]
P M etwork; Save as type: | Microzoft Management Conzole Files [“mec]  w | [ Cancel ]

Index
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1.3.2 Connection configuration

Click the Start button

Select the Control Panel.

In Control Panel, double-click Network Connections
Then, click Create a new connection.

el e

5. In the Network Connection Wizard, click Next.

New Connection Wizard

)

Welcome to the New Connection
Wizard

This wizard helps you:

* Connect to the Intermet.

* Connect to a private network, such ag pour workplace
netwark,

* Setup ahome or small office network,

To continue, click Nest.

[ h et ][ Cancel ]

6. Click Connect to the network at my workplace, and then click Next.

New Connection Wizard
Hetwork Connection Type
what do pou want to do?

(") Connect to the Internet
Cannect ta the Intermet 2o pou can browse the Web and read email.

(%) Connect to the network at my workplace
Connect to a buziness network [using dial-up or ¥PN] 20 you can wark from home,
a field office, or another location.

() Set up a home or small office network
Connect to an existing home or small office network. or set up a new one.

(Z) Set up an advanced connection

Connect directly to another computer uging your serial. parallel, or infrared port, or
set up this computer so that other computers can connect to it

< Back ” Mext > l[ Cancel

Panda GateDefender Integra Page 21 of 28



~ Panda
GateDefender Integra

7. Click Virtual Private Network connection, and then click Next.

New Connection Wizard
MNetwork Connection
How do you want to connect to the network. at your workplace?

Create the following connection:

(") Dial-up connection

Connect using a modem and a regular phone ling or an Integrated Services Digital
Mebwork [|SOM] phone line.

(*) Virtual Private Metwork connection

Connect to the network, uging a wirtual private network, [YFN] connection over the
Intemet.

< Back “ Mewt » ]’ Cancel

If you use a dial-up connection to connect to the Internet, click on Automatically dial this initial
connection, and then, from the list, select your dial-up Internet connection.

If you use a permanent connection (such as an ADSL or cable modem), select the verification
checkbox Do not dial the initial connection.

New Connection Wizard
Public Metwork
Windows can make sure the public network. iz connected Ffirst.

‘windows can automatically dial the initial connection to the Internet or other public
network, before establizhing the wirtual connection,

() Do nat dial the initisl connection.

() Automatically dial this initial connection:

< Back “ Mewt » ]’ Cancel
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8. Click Next.

9. Type in the name of your company or a descriptive name for the connection, and then click
on Next.

10. Type in the IP address of VPN server (62.14.249.65 will be used for this how-to), and
then click Next.

New Connection Wizard
VPN Server Selection
What iz the name or address of the YPN server?

Type the host name or Internet Protocal [IF) address of the computer to which you are
conneching,

Haost name ar IP address [for example. microsoft.com or 157.54.0.1 1

E2.14.24965

< Back “ Mewt » ]’ Cancel
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11. Enable the verification Add a shortcut to this connection to my desktop checkbox if
you want to create a shortcut on the desktop, and then click Finish.

Mew Connection Wizard

Completing the New Connection

@ Wizard
You have successfully completed the steps needed to

create the following connection:

Pandaszoftware
* Share with all uzers of this computer

The connection will be saved in the Metwiork,
Connections folder,

[] 2dd a shorteut ta thiz conmection to my desktap

To create the connection and cloze this wizard, click Finish.

[ < Back ” Finizh ][ Cancel

12. If you are prompted to connect, select No.
13. In the Network Connections window, right-click on the new connection.
14. Click Properties, and then configure further options for the connection:

Connect Pandasoftware

Lser name:

Password:

[ Save this user name and password for the following users:

Connect ][ Cancel ][ Properties l[ Help
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15. Select the Networking tab and then, from the Type of VPN list, choose L2TP IPSec
VPN.

# Pandasoftware Properties

General | Options Security| Metworking | Advanced
Type of YPM:
L2TP IPSec VPN

Autornatic

This connection uses the following items:
= Internet Protocal (TCRARF)

[® QoS Packet Scheduler
g File and Printer Sharing for Microzoft Metworks
g Client for Microsoft Network s

Install... Uninstall

Drescription

Tranzmizzion Contral Protocal/Internet Pratocal. The default
wide area network. pratocal that provides communication
acrogs diverse interconnected networlks.

Ok l [ Cancel

16. If you are connecting to a domain, click the Options tab, and then click to select the
Include Windows logon domain checkbox to specify whether to request Windows
2000/XP logon domain information before attempting to connect.

# Pandasoftware Properties

General| Options |Sec:urit}I Networking | &dvanced

Dialing options

Display progress while connecting

Prompt for name and pazsword, certificate, etc.
Include Windows logon domain

Fedialing options

Redial attempts: 3

Time between redial attempts:
|dle time befare hanging up:

[] Redial if line iz dropped

raity

£

0k ] [ Cancel

Index
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1.4 Establishing L2TP VPN connection

Use the following procedure in order to establish the L2TP VPN connection which has previously
been defined:

1. Click on the Start button, then Settings, Network Connections, and then click on the
connection that you configured before.

2. If you added a connection shortcut to the desktop, double-click on the shortcut on the
desktop.

If you are not currently connected to the Internet, Windows offers to connect to the Internet.
After your computer connects to the Internet, the Integra VPN gateway will prompt you for your
user name and password (the user must be previously defined on Integra side. Type your user
name and password, and then click on Connect. Your network resources should be available to
you as they are when you connect directly to the network.

In order to disconnect from the VPN, right-click on the icon for the connection that appears on the
lower right corner, and then select Disconnect.

Index

Panda GateDefender Integra Page 26 of 28



~, Panda
GateDefender Integra

1.5 Further considerations

If the Integra firewall is used, the encryption protocol configuration rules will automatically be
entered in the firewall. But if the DNS and WINS servers have been entered (see figure 2.8) you
will have to enter the rules manually.

But if you use a personal firewall or a broadband router with firewall features or if there are routers
or firewalls between the VPN client and the Integra VPN gateway server, the following ports and
protocols must be enabled for L2TP on all firewalls and routers that are between the VPN client and
the Integra VPN gateway server:

For L2TP you need to open the same protocols and ports as for plain IPSec:

e UDP port 500 (IKE)
e IP protocol 50 (ESP), 51 (AH) or

UDP port 4500 (NAT-T): needed when there is at least a SNAT device between two
gateways (the usual situation).

iE]Note that IP 50 is a protocol, not a port.

Index
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1.6 Configuration checking

In order to check the L2TP VPN configuration please proceed as described below:

1. Access the Panda GateDefender Integra administration console.

2. Click VPN in the panel on the left.

3. Then select VPN Monitor which will allow you to see the status of all established VPN
connections (as shown on figure 1.4).

SO . (€)) Help
Remote user tunnels {roadwarriors)
Name User Protocol  Public IP Private IP Tralffic
L2TP wpn tesk L2TF 62.14.249.77 192,168.10.62 4,072 h
Figure 2.8

Any of the roadwarriors can verify the configuration settings of its Windows 2000/XP independently.
In order to carry out that task, the command prompt should be used:

e The ipconfig /all command shows that an additional IP address has been assigned to
your external interface (ppp adapter 12tp). If you are the first roadwarrior connected, it
would be 192.168.10.62.

e The ping —n 10 192.168.10.100 command pings from roadwarrior to one of the hosts
that reside on the internal network behind Integra VPN gateway and should see a response
from the remote host.

At the same time, a network traffic monitoring tool such an Ethereal can be used to check if all the
traffic between a roadwarrior and the gateway is encrypted.

The encrypted ESP (Encapsulating Security Payload) packets will only be seen when observing
traffic in the external network interface, whereas the unencrypted packets (in this case icmp reply
and response packets) will usually be seen in virtual ppp adapter 12p interface.

Index
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