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HOWTO: How to configure the firewall for VPNs

‘How-to’ guides for configuring VPNs with GateDefender Integra

Panda Security wants to ensure you get the most out of GateDefender Integra. For this reason, we
offer you all the information you need about the characteristics and configuration of the product.
Refer to http://www.pandasecurity.com/ and http://www.pandasecurity.com/enterprise/support/ for
more information.

‘How-to’ guides for Panda GateDefender Integra
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Conventions used in this document:

Icons used in this document:

a
lj Note. Provides additional information and useful data.

| Important. Highlights the importance of a concept.

[P Tip. Useful ideas to help you get the most out of the program.

—
Elln' Reference. Other points that offer more information that you might find useful.
Fonts and styles used in this document:

Bold: Names of menus, options, buttons, windows or dialog boxes.

Code: Names of files, extensions, folders, commandline information or configuration files
such as scripts.

Italics: Names of options related to the operating system and programs and files with
their own name.
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1. Introduction

Panda GateDefender Integra includes a VPN module, which you can use to setup VPNs in
Gateway-to-Gateway and Gateway-to-Roadwarrior architectures.

You can use any of the following protocols to establish the tunnel: PPTP, L2TP, SSL, and IPsec.

After you have configured the VPN, Panda GateDefender will automatically adjust the firewall to
ensure that the ports required to establish the tunnel with the other side are open and
available. The necessary rules are included in the system totally transparently to the user, and
they will not even be displayed in the console.

Even though the tunnel is established without needing to configure the firewall, after the
encrypted traffic that reaches Integra has passed through the VPN module and has been
decrypted, it will be sent back to the firewall. The firewall then applies the filtering rules
configured by the user in the web console.

('
L |

—!  IMPORTANT: Therefore, you must define a specific configuration for user traffic to circulate
through the tunnel.

This document explains how the GateDefender Integra firewall must be configured when VPNs
(Virtual Private Networks) are used and Panda GateDefender Integra is involved in setting up
the tunnels, as a VPN server or as a client, so that the traffic sent to the tunnel is not filtered.

Contents
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2. Configuring the firewall

The definition of how the firewall must be configured is based on the fact that the default
firewall policy is Deny. This policy is included in the factory settings of Panda GateDefender
Integra:

Active MName Source Target Schedule Service  Action
v  wnc &l 172.18.... Mone WHIC Allaw :l
[¥  TELMETegress Al WA Mone Telnet Allow
¥ FTPegress Al WA Hone FTP Allow
¥  HTTPearess all WAR Mone HTTP Allow
[¥  HTTPSegress Al all Mone HTTPA Allow
¥  SMTPeqgress all WA Mone SMTP Allow
¥  DNSegress all &l Mo DS Allow
¥  POP3earess all WA Mone POP3 Allow
W IMaPeqress all AR Mone MAP Allow
¥  EgressProh... Al WAR Mone all Derny

(W DeEwr al Al More Al Dery )

Therefore, this rule is left as a low priority rule (situated at the bottom of the filtering rules list).
When configuring a VPN, you must enter the higher priority filtering rules that allow and do not
deny the "real" traffic transmitted in the VPN's encrypted packets.

2.1 IPsec VPN

Panda GateDefender Integra allows you to implement two different architectures for this
protocol:

Gateway (office)-to-gateway (office), and Gateway (office)-Roadwarrior:

2.1.1 Gateway-to-gateway

Gateway de Gateway de
INTEGRA A INTEGRA B

eth0

ethd

n
v

. SREERNET oY

192.168.10.0/24

192.168.20.100

192.168.10.100 @
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In the scenario in the diagram, an IPsec tunnel is established between two Panda GateDefender
Integra appliances.

In both appliances, various address ranges that include the local and remote address ranges
have been previously defined from the Definitions menu:

Integra A: Local_A= 192.168.10.0/24
Remote B= 192.168.20.0/24

Integra B: Local B= 192.168.20.0/24
Remote_A= 192.168.10.0/24

For LAN A to be able to reach LAN B, you must not only establish the tunnel that securely
connects them via the Internet, but also configure the firewall with the appropriate rules.

e (Case 1: LAN A wants to access LAN B

The following filtering policies must be configured:

Integra A: Allow the traffic from the source LanA to the target LanB for the required
services.

Integra B: Allow the traffic from the source LanA to the target LanB for the required

services.

(e

'—] Note: You do not need to enable an explicit rule in the firewall to allow the responses to the sessions
already established with the inverse filtering rules, as Integra includes the Connection tracking option that
will take care of this.

Example: Which rules must be added to the firewalls in both Integra appliances for the host of
network A (192.168.10.100) to reach the host of network B via Telnet (TCP 23)?

Solution:

Integra A firewall:

Filter rule

Mame: [Telnet_ven

Source: ' Intetface/Zone |~ny =l @& pddress [Local_a =] &

Target: " Interface/Zone |ﬁm',' ;l & address |Rem-:-te_E- ;l gt
Intetface settings Address settings

Service: | Telnet ;l Service sektings

Action: | Allow =]

Priarity: m

Integra B firewall:
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Filter rule

Mame: [Telnet_ven

Source: ' Intetface/Zone |Any =l & pddress [Rermota_a = @

Target: " InterfacefZone |P«n';' ;l i nddress ILcu:aI_E- ;l x,,J
Interface settings Address settings

Service: | Telnet ;l Service settings

Action: | Allaw =]

Priarity: m

These rules will allow the host of local network A to access the host of network B via Telnet.

e Case 2: LAN B wants to access LAN A
The following filtering policies must be configured:

Integra B: Allow the traffic from the source LANB to the target LANA for the required
services.

Integra A: Allow the traffic from the source LANB to the target LANA for the required

services.

Example:

To access the host of network A from the host of network B via Telnet, you must change the
source and target of the packets compared to the previous example:

Solution:

Integra B firewall:

Filter rule

Mame: [Telnet_wPN

Source; 7 Interface/Zone |Pm';' =l & address IL-:--:.aI_B | \.‘,J

Target: " Interface/Zone |Any =l & pddress [Rermota_a B @
Intetrface settings Address settings

Service: | Telnet = Service settings

Action: | Allow =]

Priarity: m

Integra A firewall:
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=] & address IRemnte_B

Filter rule

Mame: [Telnet_ven

Source: ™ InterfaceiZone |f-‘tn5'

Target: " Interface/Zone |P«n5'
Interface settings

Service: | Telnet |

Action: | allow =l

Priarity: m

=l
| @ address [Local_a =

Address setkings
Jervice settings

% 6

Contents
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2.1.2 Gateway-to-Roadwarrior

INTEGRA
VPN IPSec Usuario remoto

gateway (roadwarrior)

eth0 etho
Tanel VPN Direccién

del cliente
INTERNET
\-‘\/_/ M

192.168.10.0/24

P

192.168.10.100

In the scenario in the diagram, a Panda GateDefender Integra appliance acts as a VPN server
for remote clients (roadwarriors) between which an IPsec tunnel has just been established.

In the case of IPsec, the roadwarrior accesses the local VPN with the real IP address assigned
to it in its own network, usually a private IP address. As these IP addresses will be used in the
local LAN of the VPN server, these addresses must be used to establish the security policies.

il
'—] Note: To check the IP address of each roadwarrior, access the VPN monitor submenu from the
VPN menu in the web console.

To simplify management of the firewall rules, the following address ranges are defined from the
Definitions menu in Integra:

e Virtual IPSEC = 192.168.20.10 (for the example in the diagram)
e Local=192.168.10.0/24

If you want to allow the roadwarrior to access the local network with certain services, once the
VPN tunnel has been established with the IPsec VPN server, you need to configure the Panda
GateDefender Integra security policies in the following way:

Integra: Allow the traffic from the source roadwarrior to the target Lan for the
required services.

|

'—] Note: You do not need to enable an explicit rule in the firewall to allow the responses to the sessions
already established with the inverse filtering rules, as Integra includes the Connection tracking option that
will take care of this.
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Example: Which rules need to be added to the Integra firewall for the roadwarrior to be able to
access the local network of Integra via SMTP (TCP 25)?

Integra firewall:

Filter rule

Mame: |sMTRP_wPN

Source: " Interface/Zone |ﬁmv ;l f Address |UirtuaI_IF'5Ec ;I '\L:;'“

Target: " Interface/Zone |Any =l @ pddress [Local I
Intetface settings Address settings

Service: |smTP =] Service settings

Action: | Allow =]

Priority: m

Contents
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2.2 L2TP VPN

Panda GateDefender Integra allows you to implement one architecture for this protocol:
Gateway (office)-to-Roadwarrior:

Gateway Usuario remoto
INTEGRA (roadwarriar)

~ N\
--.lﬁﬂl'ﬂh‘n@'

eth0

eth1

192.168.10.0/24

Y -

RangolLZ2TP

92.168.10.61-70

192.168.10.100

In the scenario in the diagram, a Panda GateDefender Integra appliance acts as a VPN server
for remote clients (roadwarriors) between which an L2TP tunnel has just been established.

The L2TP address range (see diagram) will be used to assign IP addresses to the roadwarriors
that connect to the server. These IP addresses will be used in the local network of the VPN
server.

i—] Note: To check the IP address assigned to each roadwarrior, access the VPN monitor submenu
from the VPN menu in the web console.

To simplify management of the firewall rules, the following address ranges are defined from the
Definitions menu in Integra:

e Range L2TP = 192.168.10.61-70
e Local=192.168.10.0/24

If you want to allow the roadwarrior to access the local network with certain services, once the
VPN tunnel has been established with the L2TP VPN server, you need to configure the Panda
GateDefender Integra security policies in the following way:

Integra: Allow the traffic from the source roadwarrior to the target Lan for the
required services.

|
'—] Note: You do not need to explicitly enable the return to the same session with the inverse filtering
rules, as Integra includes the Connection tracking option that will take care of this.
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Example: Which rules need to be added to the Integra firewall for the roadwarrior to be able to
access the local network of Integra via TFTP (UDP 69)?

Integra firewall:

Filter rule

Mame: [TFTR_wEN

Source: ' Interface/Zone |Any | @& pddress [Range_L2TP +| o

Target: " Interface/Zone IAn-,- =l @& address IL-:--:aI | @..
Intetface settings Address settings

Service: | TFTR - Service settings

Action: | Allow =

Priarity: |1 vI

Contents
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2.3 PPTP VPN

Panda GateDefender Integra allows you to implement one architecture for this protocol:

Gateway (office)-to-Roadwarrior:

Gateway de Usuario remoto
INTEGRA (roadwarrior)

|P asignada
dinamicamente

Rango PPTP

92.168.10.50-60

192.168.10.100

We will use the scenario in the diagram as an example, where a Panda GateDefender Integra
appliance acts as a VPN server for remote clients (roadwarriors) between which a PPTP tunnel
has just been established.

The PPTP address range (see diagram) will be used to assign IP addresses to the roadwarriors
that connect to the server. These IP addresses will be used in the local network of the VPN
server.

i—] Note: To check the IP address assigned to each roadwarrior, access the VPN monitor submenu
from the VPN menu in the web console.

To simplify management of the firewall rules, the following address ranges are defined from the
Definitions menu in Integra:

e Range_PPTP= 192.168.10.50-60
e Local=192.168.10.0/24

If you want to allow the roadwarrior to access the local network with certain services, once the
VPN tunnel has been established with the PPTP VPN server, you need to configure the Panda
GateDefender Integra security policies in the following way:

Integra: Allow the traffic from the source roadwarrior to the target Lan for the
required services.

|

'—] Note: You do not need to enable an explicit rule in the firewall to allow the responses to the sessions
already established with the inverse filtering rules, as Integra includes the Connection tracking option that
will take care of this.
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Example: Which rules need to be added to the Integra firewall for the roadwarrior to be able to
access the local network of Integra via SSH (TCP 22)?

Solution:

Integra firewall:

Filter rule

Marme: |ssL_wen

Source: ' Interface/Zone |Any | & address [RangoPPTP B O

Target: ' Interface/Zone |Any =l & address | Local = \:
Interface settings Address settings

Service: | S5H ;l Service settings

Action: | Allaw =]

Priarity: m

Contents
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2.4 SSL VPN

Panda GateDefender Integra allows you to implement two different architectures for this
protocol:

Gateway (office)-to-gateway (office), and Gateway (office)-Roadwarrior:

2.4.1 Gateway-to-gateway

Gateway A Gateway B
INTEGRA INTEGRA
modo servidor modo cliente

eth0

eth0

Tunel VPN

192.168.10.1 192.168.20.1

192.168.10.0/24 192.168.20.0/24

0
192.168.20.100

192.168.10.100

>

This will be the scenario in the diagram, where there are two Panda GateDefender Integra
appliances between which an SSL tunnel has just been established.

In both appliances, various address ranges that include the local and remote address ranges
have been previously defined from the Definitions menu:

Integra A:
Local_A= 192.168.10.0/24
Remote B= 192.168.20.0/24
Integra B:
Local_B= 192.168.20.0/24
Remote A= 192.168.10.0/24

For LAN A to be able to reach LAN B, you must not only establish the tunnel that securely
connects them via the Internet, but you must also configure the firewall with the appropriate
rules.
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e Case 1: LAN A wants to access LAN B

The following filtering policies must be configured:
Integra A: Allow the traffic from the source LANA to the target LANB for the required
services.

Integra B: Allow the traffic from the source LANA to the target LANB for the required
services.

i—] Note: You do not need to enable an explicit rule in the firewall to allow the responses to the sessions
already established with the inverse filtering rules, as Integra includes the Connection tracking option that
will take care of this.

Example: Which rules must be added to the firewalls in both Integra appliances for the host of
network A (192.168.10.100) to reach the host of network B via RDP (TCP 3389)?

Solution:

Integra A firewall:

Filter rule

Mame:! |ROP_vEN

Source: " Interface/Zone |An',' ;l i address |ana|_ﬁ ;l \HJ

Target: " Interface/Zone |:9mk;I ;l £ address IRethe_B ;l '\'J
Inkerface settings fddress settings

Service: | ROP ;l Service sethings

Action: | Allaw |

Priarity: m

Integra B firewall:

Filter rule

Mame: |REP_wPN

SoUrFCe: " Interface/Zone |Any | % pddress |Remote_a =] \.4

Target: 7 Interface/Zone |Pm';' =l & address IL-:--:.aI_B | \.,J
Intetface settings Address settings

Service: | R.OP ;l Service settings

Action: | Allaw =]

Priarity: m

These rules will allow the host of local network A to access the host of network B via RDP.
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e (Case 2: LAN B wants to access LAN A

The following filtering policies must be configured:

Integra B: Allow the traffic from the source /anB to the target LanA for the required
services.

Integra A: Allow the traffic from the source LanB to the target LanA for the required
services.

Example:

To access the host of network A from the host of network B via RDP, you must change the
source and target of the packets compared to the previous example:

Integra B firewall:

Filter rule

Marne: |RDP_vPN

SoUrCe:! ' Intetface/Zone |Any =l @& pddress [Local_s =

Target: " InterfacefZone |ﬂl‘l';' ;l * address IRemu:-te_A ;l \L“
Interface settings Address setkings

Service: | ROP ;l Service sethings

Action: | allaw =]

Priarity: m

Integra A firewall:

Filter rule

Marme: |RDP_veN

Source: " Interface/Zone |Any =l @& address [Remote_e I

Target: " Interface/Zone |Pm5' =l @& address |Lu-:aI_A = x:,"‘
Interface settings Address setkings

Service: | ROP ;l Service sethings

Action: | Allaw =]

Pricrity: m
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2.4.2 Gateway-to-Roadwarrior

Grupo de .
Gateway direcutones €& Usuario rer_noto
INTEGRA (roadwarrior)
eth0 - ' etho

APPRRVISTND O
Lune? VT ‘lh IP asignada
dinamicamente

192.168.10.0/24

192.168.10.100

P

In the scenario in the diagram, a Panda GateDefender Integra appliance acts as a VPN server
for remote clients (roadwarriors) between which an SSL tunnel has just been established.

The SSL address range (see diagram) will be used to assign virtual IP addresses to the
roadwarriors that connect to the server. These IP addresses will be used in the local network of
the VPN server.

|
'—] Note: To check the IP address assigned to each roadwarrior, access the VPN monitor submenu
from the VPN menu in the web console.

To simplify management of the firewall rules, the following address ranges are defined from the
Definitions menu in Integra:

e Virtual_SSL= 10.11.12.0/24
e Local=192.168.10.0/24

If you want to allow the roadwarrior to access the local network with certain services, once the
VPN tunnel has been established with the SSL VPN server, you need to configure the Integra
security policies in the following way:

Integra: Allow the traffic from the source roadwarrior to the target Lan for the
required services.

|

'—] Note: You do not need to enable an explicit rule in the firewall to allow the responses to the sessions
already established with the inverse filtering rules, as Integra includes the Connection tracking option that
will take care of this.
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Example: Which rules need to be added to the Integra firewall for the roadwarrior to be able to
access the local network of Integra via VNC (TCP 5900)?

Solution:

Integra firewall:

Filter rule

Marne: fuhe_ven

Source: " Interface/Zone |An',' ;l i address |*Jirtua|_SSL ;l a@f‘ﬂ

Target: ' Interface/Zone |Any =l & address | Local = '@‘“
Inkerface settings fddress settings

Service: | WHC ;l Service sethings

Action: | Allaw |

Priarity: m

Contents
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